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Abstract

This study explores the possible use of embedded health data chips, or radio frequency identification (RFID), for the Athabascan Native American community in the Yukon-Kuskokwim region of Interior Alaska.  An evaluation of the effectiveness and current costs of maintaining health records is compared to the projected costs and implications of an RFID program.  Risks that are examined include social rejection by the community, legal limitations inherent in this technology, security risks of the devices, and health problems resulting from data chip insertion.  This study has been performed in cooperation with VeriChip - the data chip manufacturer/supplier and Tanana Chiefs Conference (TCC) - the health provider for the Yukon-Kuskokwim area in cooperation with the Indian Health Service of the U.S. Department of Health and Human Services.
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Introduction

When we consider the age of this planet – around 4.5 billion years, or even man’s time on this earth – around 1.8 million years, the age of technology, beginning with the telegraph in 1837, is the slightest ripple in the span of time.  And yet technology has probably had more of a single effect on our culture, and the surrounding world, than all other innovations combined and its significance increases exponentially.  Just consider the use of the telegraph in 1837 followed by the first use of an RCA record 120 years later in the 1950’s followed yet again by the introduction of the Apple I computer in another 20 years in 1976.  These technological changes have the potential to either propel us to a higher level of existence or destroy our world altogether and they are doing so at an ever increasing rate of change.  As engineers and scientists it is our challenge to explore new uses for this technology while at the same time assuring that these innovative uses are both ethical and moral. 

There is an immediate need in the medical world and to an even greater extent here in Alaska, for accurate and up-to-date medical records.  This is dramatically evident when an individual travels to a different geographic area or when they visit a new physician who might not have the most current medical information.  In considering the Interior of Alaska specifically, there has been a history of profound oral tradition that has served the peoples of this area well throughout their existence.  Even when they travel to city centers like Fairbanks, this oral tradition supports them with a network of knowing individuals.  But what happens when the people of this community begin to stretch their existence beyond the bounds of their immediate community and traditional world.  

The outside world has had a dramatic effect on life in these communities, despite the wishes of many members.  It is covertly evident in almost any village – snow machines and four wheelers in every yard, motor boats tied at the river’s edge, fuel storage tanks evident in each village.  Even more insidious is the growing migration of younger people from these rural communities to the larger population areas for reasons of education, employment, and changing economic priorities.  This increased travel and growing migration necessitates a more universal medical record archiving system.

Health care providers in the state of Alaska have attempted to explore various methods and systems for storing medical data.  They have examined this problem most recently, and discussed briefly in this report, through the 2007 Research Triangle Instituted (RTI) study.  As engineers and scientists we asked ourselves ‘is there a better way?”

The technology is available in the form of radio frequency identification (RFID) that might well prove helpful in addressing this problem.  Although there are indeed social, security, and legal issues that will prove to be challenging to implementing this technology it would be irresponsible for us, as engineers and scientists, to ignore its possible use.

Although we look at numerous usable forms of RFIDs, we consider in some depth only one – the human imbedded micro-chip.  To date there is only a single manufacturer, VeriChip, who has been granted FDA approval for use in humans thus our application would be sole source procurement.

For this study we briefly considered the various methods of applying RFID technology and reviewed the brief history of applications.  First we tried to identify both the legal and social issues that would need to be addressed in any application.   Secondly, we present some of the security questions that have been raised and possible solutions to our particular application.  Finally, we do a cost analysis and implementation management plan.

Tanana Chiefs Conference (TCC)

Tanana Chiefs Conference offered us a health care situation that, although not uncommon in Alaska, is very rare for the rest of the nation.  This would offer a unique situation to examine this technology unlike any previous efforts.  TCC is the primary health care provider for 43 villages in the interior of Alaska, a land area roughly the size of Texas, with only 6 of these villages connected to the road system. 

Mission Statement

Tanana Chiefs Conference provides a unified voice advancing tribal governments, economic and social development, promoting physical and mental wellness, educational opportunities and protecting language, traditional and cultural values.

Corporate Information

Tanana Chiefs Conference, the traditional tribal consortium of the 42 villages of Interior Alaska, is based on a belief in tribal self-determination and the need for regional Native unity. 

The Department of Health Services

Mission Statement

TCC Health Services, In Partnership With Those We Serve, Promotes And Enhances Spiritual, Physical, Mental And Emotional Wellness Through Education, Prevention And The Delivery Of Quality Services.

Health Services

Health Services was established in 1973.  Between 1973 and 1984, Tanana Chiefs Conference (TCC) contracted with the Indian Health Service (I.H.S.) for a number of non-medical programs and in 1984 contracted with the I.H.S. to manage Chief Andrew Isaac Health Center (CAIHC), including medical, dental, pharmacy, nursing, business office, medical records, and public health nursing.  In partnership with villages, Health Services also operates and manages smaller satellite clinics in 28 villages

It is the mission of TCC Health Services to provide culturally-sensitive, quality medical care that is fiscally responsible. The following is a list of programs within Health Services. 

Ch’eghutsen’ Program

Ch'eghutsen Program is a collaborative partnership between TCC, Fairbanks Native Association and the University of Alaska-Fairbanks. Ch'eghutsen is designed as a system of care for seriously disturbed Alaska Native children and youth in the Interior. 
Community Health Aide Program (CHAP)

Community Health Aide Program (CHAP) delivers primary health care and health education at the village level through Community Health Aides/Practitioners with the skills and resources to meet the medical needs of village residents. The CHAP program had 12,800 patient encounters. 
Community Health Representative (CHR)

Community Health Representative (CHR) provides a local, paraprofessional resource on basic concepts of health care, disease control, communication skills and health planning. CHR's provides these services on a referral basis from the primary health care provider in these respective villages. 

Dental Center

Dental Center provides comprehensive dental care to beneficiaries including emergency preventative, and elective services. They offer a special clinic for children. Specialty services are provided in pediatrics, orthodontics, prosthodontics, and oral surgery. The Dental Clinic had 17,371 patient encounters. I.H.S. awarded the Dental Clinic the Outstanding Dental Service Unit in Alaska. 
Eye Center
Eye Center provides primary eye care services including routine pediatric and diabetic exams, treatment of eye infections, glaucoma, other eye diseases, and the fitting and dispensing of eye glasses and contact lenses. The Eye Clinic served 6,524 patients. 
Health Safety Educators
Health Safety Educators travel to villages to raise awareness of health risks and solutions. They give presentations at schools and health fairs on a wide range of subjects, including injury prevention, CPR, nutrition, outdoor survival, cancer, and HIV/AIDS, and offer classes in first aid. They also install smoke detectors in homes. 
Hunik Zoo
Hunik Zoo is a monthly publication for kids printed during the school year. While entertaining, the pages aim to educate and warn kids about the dangers of drug abuse. The Hunik Zoo has been published since December 1983 and in 2003 distributed 10,500 issues monthly. 
Office of Environmental Health (OEH)
Office of Environmental Health (OEH) is a village-based tribal technical assistance program dealing with issues such as infectious disease investigation and water plant emergencies. OEH provided training courses focused on utility management and water plant operation, as well as held rabies vaccination clinics that provided over 1,500 rabies vaccination. 
Old Minto Recovery (OMRC)
Old Minto Recovery (OMRC) provides treatment services for alcohol and other drug dependencies. The program operates for a maximum of 15 people in a traditional setting. OMRC served 91 clients and families and achieved a 76% completion rate. 
Total Quality Management (TQM)
Total Quality Management (TQM) supports the development of a costumer-driven system of care and service that includes staff training, healthcare organization accreditation, credentialing, patient advocacy, strategic planning, measures for quality improvement, and board approved policies. 
Upper Tanana Alcohol Program (UTAP)
Upper Tanana Alcohol Program (UTAP) provides screening outpatient services including assessments, court consultation, counseling, continued care, outreach, crisis intervention, referrals, education and prevention activities and support for village-based counselors in the Upper Tanana Sub region. The UTAP program had 958 in-person contacts. 
Women, Infants, and Children Program
Women, Infants, and Children Program provides healthy foods, nutrition information, counseling, health screening and referrals and served 1,275 clients. 
Chief Andrew Health Center (CAIHC)
Chief Andrew Health Center (CAIHC) is an ambulatory care center. CAIHC provides outpatient services to beneficiaries in the Interior. The medical specialties include family practice, internal medicine, obstetrics, gynecology, women's health, and urgent care. Home care, pharmacy, and mental health services are also provided. This past year urgent care was offered evenings, weekends, and holidays. 
Admissions and Registration
Admissions and Registration collects insurance and demographic information and approximately 1,000 new patients were registered. 
Bertha Moses Patient Hostel
Bertha Moses Patient Hostel provides temporary lodging to village beneficiaries that have appointments in Fairbanks. There are eight full-size apartments and three private rooms. Each room is equipped with a bathroom and kitchen. 
Counseling Center
Counseling Center provides outpatient mental health services and case management to children and adults. Mental health services include psychiatric evaluations for medication, medication management, psychotherapy and referral to other community providers. Case management is provided to severely or chronically mentally ill adults. The Paul Williams House is also available through the Counseling Center to provide temporary housing for clients traveling from the villages and short-term, supervised housing for chronically mentally ill persons that are clinically stable. 

Clinical Nursing

Clinical Nursing assesses patients, provides patient information and teaching materials, and measures clinical outcomes. Clinical Nursing has registered nurses, licensed practical nurses, certified nursing assistants, and medical appointment clerks. In addition, the nursing staff accompanies and assists the physicians during village field trips. 

Community Health Nursing (CHN)

Community Health Nursing (CHN)
 improves the wellness of beneficiaries by providing outreach and offering services to those who might be experiencing the greatest risk to their wellness. CHN keeps patient registers for cancer, high cholesterol, rheumatoid arthritis, diabetes, pap smears, mammograms, elders, prenatal women, hepatitis and HIV for active case management and trend analysis.
Health Records
Health Records compiles and maintains approximately 30,000 records.
Medical Services
Medical Services provides general medical care and internal medicine by family practice physicians, an Internist, and mid-level physician assistants. Medical providers are fully credentialed, licensed, and board-certified. Medical Services also provides medical field visits to the villages. The daily average of patients seen range from 80-130 walk-in patients, 100 appointment patients and 20 hospital inpatients. 
Pharmacy
Pharmacy fills over 115,000 prescriptions annually for both Fairbanks and village patients, making it the busiest pharmacy in Fairbanks. This was the first Native pharmacy in the state to bill electronically.  

Current System at Chief Andrew Isaac Health Center (CAIHC)

The following is an email interview with Chief Andrew Isaac Health Center (CAIHC) Director, Jim Kohler:

What’s a quick overview of your health organization and commitments?

Chief Andrew Isaac Health Center (CAIHC) takes care of about 15,000 beneficiaries in interior Alaska.  There are 43 villages located in an area about the size of Texas with only 6 villages road accessible.  It is a multispecialty clinic with dental, eye, pharmacy, mental health, substance abuse, and community health aide programs. 

What percentage of the health budget does health data management take?

The health budget is about $44 million and about 1.5% goes to data management and communications.

How challenging is health data management in your organization?

It is vital and continually challenging.  Medical data management is so important for quality of care, proper reimbursement for services, and communication.  It affects pharmacy, lab, radiology, and continuity of care between providers, scheduling, and billing.  It is particularly important for CAIHC who communicates with 43 different villages.

Explain your new electronic data management plan?  How is it being implemented?  Was it a large capital commitment?  Are grants a large part of programs such as these?

An Electronic Health Record was implemented in February 2005.  It included electronic order entry for all providers.  It is integrated with Fairbanks Memorial Hospital’s lab and x-ray.  We are working on scanning documents from outside providers and agencies.  It is an Indian Health Services (IHS) system so the capital commitment was about $500,000.  We did get a partial grant for implementation.

What are some of the health challenges you face?  Would an implanted data chip help in any of these?

Challenges include flat budgets in a time where health costs are increasing in double digit rates, staff shortages in physicians, nurses, and pharmacists, and sharing of medical information among providers.  An implanted chip may help with sharing medical information.

Do you feel your members would accept these chips?  Would there be any cultural or historical issues?

This would be a very political issue with our beneficiaries.  Anything invasive would be needed to have a strong marketing program to let people know of the advantages and risks.

What are some challenges in getting public backing for new ideas?  How do you reach out to inform your members?

Good marketing programs would help in getting out the word.  Using television, radio, newsletters, seminars, group gatherings, web pages, letters, and village visits are some of the ways for communicating.

Do you feel your organization is a risk taking organization?  (Do you normally try “new things”?)

CAIHC was the first tribal organization to implement a health record.  We have the best broadband access to the villages of the Native organizations.  I believe that the health care providers play a major role in new ideas and would embrace any program that would improve care.
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Yukon-Tanana 

· Alatna 

· Allakaket 

· Evansville 

· Hughes 

· Lake Minchumina 

· Manley Hot Springs 

· Minto 

· Nenana 

· Rampart 

· Stevens Village 

· Tanana 

Yukon Flats 

· Arctic Village 

· Beaver 

· Birch Creek 

· Canyon Village 

· Chalkyitsik 

· Circle 

· Gwichyaa Zhee Gwich'in 

· Venetie 

Upper Tanana 

· Dot Lake 

· Eagle 

· Healy Lake 

· Northway: 

· Tanacross 

· Tetlin 

· Tok 

Yukon-Koyukuk 

· Louden 

· Huslia 

· Kaltag 

· Koyukuk 

· Nulato 

· Ruby 

Upper Kuskokwim 

· McGrath 

· Medfra 

· Edzeno 

· Takotna 

· Telida 

· Lower Yukon Subregion 

· Anvik 

· Grayling 

· Holy Cross 

· Shageluk

VeriChip Background 
VeriChip is a wholly owned subsidiary of Applied Digital Solutions of Delray Beach, Florida.  This chip was originally developed by Digital Angel Corp. to track livestock and wildlife.  Digital Angel Corporation was acquired by Applied Digital Solutions in 1999.  On 29 December of 2005 VeriChip Corporation filed for their initial public offering with the Securities and Exchange Commission.  In October of 2004 the United States Food and Drug Administration (FDA) granted approval of their Radio Frequency Identification (RFID) microchip for human implantation
.  
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The microchip is approximately the size of a grain of rice.  It is implanted into subcutaneous fat, using a syringe, in a procedure that takes less than 20 minutes and leaves no stitches. The process can easily be performed in a physicians’ office.   Many doctors welcome this innovative technology for its promise to speed care and prevent errors. 

These microchips are of three types:  one active that requires a battery – such as the VeriChip Infant or Asset tags; one passive that that is queried from a receiving device; and a semi-passive that does not initiate communications with a reader.  Active RFIDs are capable of transmitting spontaneously and 

  typically can collect and transmit more complex data.  These active devices require a battery with operational life of between six months to five years.  There is currently one passive device that can store up to ten pages of text – an entire medical history.  Semi-passive tags are able to monitor and record more data than passive devices. 

RFID tags are radio transmissions and do not require line-of-sight.  They operate on low frequency (LF) – 30 to 500 Kilo Hz, high frequency (HF) – 850 to 950 Mega Hz, or ultra-high frequency (UHF) or microwave frequency – 2.4 to 2.5 Giga Hz.  UHF tags offer greater range and faster data transmission, but are more likely to experience interference, particularly in high-fluid environments similar to the human body.  Less likely to suffer interference due to liquids are HF tags however, they have much shorter transmission ranges and tend to be larger.  LF tags have very short read ranges but are most resistant to interference from fluids and tissues.

The VeriChip we are considering contains only a unique 16-digit number.  This chip does not require batteries.  It is read by a scanning VeriChip device.  Through an internet connection, the user will gain access to the patient’s medical record database.  

The physician or emergency department will need to register and purchase the scanner from VeriChip.  Once a physician has the reader, and he or she will scan a patient with a microchip.  The physician will then log on to the verimedinfo.com page.  Type in the 16 digit number to access that patient’s medical history.  The patient can update their information at any time.  Anyone they want to give their password to would have access to this information.
Costs

The costs for the elements of the plan vary widely and are undoubtedly subject to negotiations with the supplier.  Patients pay anywhere from $150 to $400 for the implant procedure and $20 to $120 for an annual fee.  The cost is greatly dependant on the amount of information the patient will store in the system.  Passive tag costs are ($1-3) and active tag costs ($25-50).  The price of scanner is $600 to $3000.  Recently, the company has distributed scanners to physicians free of charge in order to increase market share and they have recently increased the number of pilot programs they support.

Pilot Projects, Clinic Trials, and Case Studies

RFID tags have provided encouraging advancements in numerous applications world wide including access to high security areas of government, billing at resorts – the Baja Beach Club in Barcelona, Spain, biometric identification, as well as health care.  Health care applications alone benefit those with impaired

speech, memory loss, lost consciousness, and patients with chronic illnesses.  Following are briefly described some of the applications and pilot projects that are representative of this diversity.

Hackensack University Medical Center – New Jersey
On 14 March 2005 VeriChip announced that Hackensack University Medical Center (HUMC) in Hackensack, New Jersey would initiate a clinical evaluation program of the VeriChip System in its Emergency Department for clinical use. The facility would now be able to scan patients to obtain their VeriChip ID Number and utilize the associated information.  

Joseph Feldman, M.D., Chairman of the Department of Emergency Medicine of HUMC, stated: 

We look forward to utilizing the VeriChip System to assist in patient identification and access to medical information. Particularly beneficial for patients with chronic illnesses, this modality will assist us in expediting the quality level of care which we provide.  

They anticipated the result would be more rapid and accurate access to crucial medical information when patient communication is diminished or absent.

The system got its first test in the summer of 2006 when Sgt. William Koretsky, a Bergen County police officer who had the device implanted in 2005, was brought to the center in July with head, back, and neck injuries after a high-speed car chase ended in an accident.

Horizon Blue Cross and Blue Shield of New Jersey

On 16 July 2006 Horizon Blue Cross and Blue Shield of New Jersey planned to implant chronically ill patients to investigate reducing costs associated with misdiagnosis, drug reactions, and duplicated or unnecessary medical tests. The insurers teamed with Hackensack Medical Center in a voluntary 280 patient pilot program where an implanted chip would allow emergency room personnel to retrieve a patient’s medical records if the individual could not communicate.  Horizon will test the program for two years to see if it warrants expansion.

People and Equipment within a Facility

PDA/Cell Phone

Carry all your medical records, including medical notes and patient tests that can be downloaded onto a cell phone in just minutes.  These medical phones, instead of carrying music and digital pictures, would hold a virtual scan of the body and much more.  

Our expert, a physician, tells us it really does provide an ongoing and growing medical record that they can always have with them.
  Patient who would find this useful are those with impaired speech, memory loss, occasionally loose consciousness, and patients with chronic illnesses.

In the 2006 According to A Healthy Alaska Annual Report by the Alaska Department of Health and Social Services the Alaska Medicaid program shows that the state population is 5% disabled children, 6% elderly, and 25% disabled adults.  Medicaid spending has risen from $652,630,100 in financial year 2005 to $658,371,800 for financial year 2006.   Currently, 39.21% of the Alaska population is under age 19.

SurgiChip Tag Surgical Marker System and Emergency Room




The RFID tag is inserted into patient long in advance of surgery in order to minimize the risk of wrong-site or wrong-patient surgery.  Already has FDA approval.  During the summer of 2005 Hackensack University Medical Center in New Jersey became the first hospital to begin routinely scanning emergency-room patients.  VeriChip is targeting Washington D.C. to be the first metropolitan area where hospitals routinely scan all emergency-room patients.  More than 80 hospitals nationwide have agreed to follow this practice.

Infant Abduction
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How secure do you think your personal medical information is today?

RFID System Prevented a Possible Infant Abduction is a report from Information Week
 and authored by Laurie Sullivan focuses on how the VeriChip has been used to limit infant abductions from health-care facilities. In the last 22 years, there have been 233 infant abductions in the United States -- half of these abductions occurred from health-care facilities, according to VeriChip. Its RFID infant-protection system (Hugs or Halo) is designed to combat not only infant abductions, but also accidental infant mismatching. VeriChip's infant-protection systems currently are installed in approximately 900 U.S. hospitals, according to the vendor.  
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This RFID system prevented the abduction of a baby in July 2005 from the Presbyterian Hospital in Charlotte, N.C.   Every infant who is born at the Presbyterian Hospital receives a Hugs tag on the ankle or wrist to monitor movement around the hospital. Exit points throughout the hospital also are electronically monitored to detect unauthorized removal of an infant.

Emergency Department Visit Data

From 1994 through 2004, the number of emergency department visits increased from 93.4 million to 110.2 million visits annually (up by 18 %).
  This represents an average increase of more than 1.5 million visits 

per year.  The number of hospital emergency departments in the United States decreased by about 12.4 % during the same period (21).  

About 2.7 million emergency department visits (2.5 %, 66.8 visits per 100 persons per year) were made by 

persons living in institutional settings such as nursing homes or prisons.  As of January 2006, 68 US hospitals have signed up to adopt this RFID in their emergency dept.  The company estimated that approximately 2000 people currently have a VeriChip worldwide.

[image: image17.png]



[image: image1.png]12 Advance Data No. 372 e June 23, 2006

Table 2. Number, percent distribution, and annual rate of emergency department visits with corresponding standard errors, by selected
patient characteristics: United States, 2004
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                     Figure 5 - Number, percent distribution, and annual rate of emergency department visits with     
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MedicAlert Card

This quick check-in system is intended to eliminate the need for a patient to fill out a form upon each visit to a doctor's office. It is also designed to reduce the time spent by office workers searching for files each time that patient visits.  It provides a more efficient method of collecting and forwarding patients' health-related data at the point of medical service.

A plastic MedicAlert card embedded with an RFID chip containing a unique ID number that maps the specific cardholder's medical information and is stored in a server managed by MedicAlert. The ID cards are equipped with 13.56 MHz RFID tags compliant with the ISO 15693 air-interface standard.  Currently, 4.0 million people worldwide, about 2.3 million of which live in the United States, wear MedicAlert bracelets.

Alzheimer’s Community Care, Inc. of West Palm Beach, FL

This is a two year, two hundred patient, study
 of the effectiveness of the VeriMed Patient Identification system in managing the records of Alzheimer’s patients and their caregivers.  Participating individuals suffering from Alzheimer’s disease and other forms of dementia, as well as their caregivers, receive the implantable microchip to provide emergency department staff easy access to those patients’ identification and medical information.  VeriChip will provide the chips for free and it could start as early as May 2007.   
Dog Tag Device


This is a dog-tag like device which the US military tested in 2002.  The Personal Information Carrier (PIC) is a physical, portable, electronic mechanism designed to store the essential elements of a soldier's personal medical history so it can be readily accessed and updated by first responder medical personnel via laptop or hand-held computers when real-time connectivity to a database is unavailable.

This reported from the United States Army Medical Research and Materiel Command web site.

Brittan Elementary School

Promotions of tags embedded in patient wristbands or staff identification badges to track movement of staff and patients through institutions for efficiency and safety.  An example program was instituted in Brittan Elementary School in Sutter, California which used RFID tags embedded in student badges to track students throughout the school.  Eventually parental pressure, efforts of the American Civil Liberties Union (ACLU) of Northern California the Electronic Frontier Foundation, and the Electronic Privacy Information Center ended the RFID program at Sutter.

Mexico Attorney General’s Office

Reported by the Associated Press (AP) in 2004 some members of the Mexican government attorney general’s office were implanted with microchips that would give them access to secure areas of their headquarters and access to restricted data.   Corruption from within the attorney general’s office was cited as the primary reason for pursuing this level of security.  

These chips were provided by Solusat - the company the distributor for VeriChip in Mexico.  The AP and a multitude of other news agencies originally reported that 160 to200 individuals were implanted with this chip.  However, in October of 2004 Consumers Against Supermarket Privacy Invasion and Numbering (CASPIAN) published an interview with Mexican justice official Marco Huitron which clarified that only 18 members of the attorney general’s office had received the implant.

Faculty of Sciences in Amsterdam

The Faculty of Sciences at the University of Amsterdam have effectively hacked RFID tags with a virus that could then infect the database storing this information.  Although they have shown this is easily accomplished, security measures are currently available to avoid this issue.  The warning here being that before you implement an RFID system be certain that password encryption and other security methods have been considered and installed.

Drug Diversion and Counterfeiting

FDA issued a Compliance Policy Guide entitled “Radio Frequency Identification Feasibility Studies and Pilot programs for Drugs,” for eventual voluntary compliance to use RFIDs to reduce drug diversion and counterfeiting.

Biometric Passport
The Dutch are using an RFID biometric passport carrying date of birth, facial image, and fingerprint.   In 2006 the data was cracked by a security specialist from a distance of 10 meters and was, in part, aided by a poor numbering design.

The Electronic Privacy Information Center, a Department of Homeland Security, did a trial with FROD technology in the proposed e-Passport and found that the technology caused delays and distractions at custom inspections.  The inspectors were required to hold the passports firmly against the reader in order to transfer the stored data.

Stakeholders

The stakeholders for this project will be comprised of primary and secondary stakeholders.

The primary will be parties that have a legal relationship to the project or program.  The secondary will be parties that have an interest but no legal relationship.
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Figure 7 - Stakeholders

This chart shows some of the stakeholders we discussed that will impact this program.  The primary group is composed of governments, parties contractually involved and parties that will be personally impacted by this program.  The secondary group will be much larger and these shown are only a sample of the parties that may be interested in this program.  Although the secondary stakeholders have no legal relationship wth the project they will be important to consider and should not be ignored.

Exploring the Options

Can We Do Better?

To address the question of “Can we do better” we began by selecting 3 options we felt might help, plus the option of doing nothing.  To assist in our selection, we chose 4 categories that each option would be ranked in, 4 being the best of the options, 1 being the least.  Each category was then weighted according to how well we felt it addressed the issue.  By adding up the scores from each category we were able to determine our best option.

Our options:

· Do Nothing

· RFID Tags

· PDA Devises

· ID Cards

The Categories and Weights:

· Initial capital costs for implementation 15%

· Information storied on the device 10%

· Availability of the device in an emergency 40%

· Practicality of using the device for special needs individuals 35%


[image: image4.emf]Options Rank Score Rank Score Rank Score Rank Score  SCORERANK

Do Nothing 4 0.60 1 0.10 1 0.40 4 1.40 2.50 3rd

RFID 2 0.30 2 0.20 4 1.60 3 1.05 3.15 1st

PDA 1 0.15 4 0.40 2 0.80 1 0.35 1.70 4th

ID Card 3 0.45 3 0.30 3 1.20 2 0.70 2.65 2nd
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Figure 8 - Weighting of Options.
Implementation

Economic Considerations

Trial Period

To implement this technology we believe a trial period of a small group lasting for five years will be most successful.  This group should be composed of the community members that would most benefit from this technology.  We suggest members with mental or physical handicaps, dementia, elderly or very young.  We believe 1,500 members is a reasonable sample size for this population. 

For capital costs; TCC consists of 43 villages, each with a healthcare provider or larger clinic, plus facilities in Fairbanks.  We estimated one scanner per village plus 12 to cover the facilities in Fairbanks.  A total of 55 scanners would be needed.

Published data from VeriChip indicates that the initial cost of the RFID chips is $200 plus hospital costs, which they estimate will be another $200.  This gives a range of $200 to $400 per person.  For this trial group we used $200 per person, absorbing the small cost for actual implantation into the current health care budget.  We estimate a total of $300,000 for the RFID chips.

VeriChip charges an annual fee of $20 to $80 for current users.  Given the nature of TCC’s involvement we would encourage negotiation for a flat fee, given the large base and the unique nature of TCC.  We estimate a $100,000 yearly fee would be negotiable.

The medical scanners range from $600 to $3,000, but VeriChip has been actively working to expand by giving scanners free to medical facilities.  This environment, along with TCC’s large user base, should allow the scanners to be procured at a reduced rate.  We estimate $50,000.
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RFID Chips 300,000 $        600,000 $    300,000 $                     

Annual Fee 30,000 $          120,000 $    100,000 $                     

Scanners 33,000 $          165,000 $    50,000 $                       
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Figure 9 - Capital Costs.
Present Worth Analysis

In year zero we would incur the cost of the chips and medical scanners, for a total of $350,000.  Each subsequent year, until year five, will have an annual fee of $100,000.

	YEAR
	COST

	0
	$350,000

	1
	$100,000

	2
	$100,000

	3
	$100,000

	4
	$100,000

	5
	$100,000

	Net Present Worth
	$765,568


Figure 10 - Present Worth Analysis.

The net present worth for the five years is $765,568.

Benefits

Benefits will result in cost savings due to the increased efficiency, improved quality of health care, and improved quality of patient care.

Cost Savings

With the lack of long term studies, due to this technology being in its infancy, estimates of cost savings are difficult.   A recent Rand study
 on the cost savings of electronic medical records shows significant cost savings.  Although not a true parallel to this type of technology we believe it provides a hint at the possible savings through increased efficiency and improved health care.

The study examined the United States health care as a whole and estimated savings at the initial stages and following full implementation.

… if 90 percent of doctors and hospitals successfully adopt health information technology and use it effectively, resulting efficiencies would save $77 billion annually. The biggest savings would come through shorter hospital stays prompted by better-coordinated care; less nursing time spent on administrative tasks; better use of medications in hospitals; and better utilization of drugs, labs and radiology services in outpatient settings.

Researchers also estimate that an additional $4 billion would be saved each year because of improved safety, primarily by reducing prescription errors as computerized systems warn doctors and pharmacists of potential mistakes.

With TCC’s $44 million health care budget even a small 1% savings is significant, $440,000.  
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Rand study for Electronic Records


Figure 11 - Rand Study for Electronic Records
Increased Health Service

Although difficult to put a dollar cost on improved health services it should still be considered an important benefit.  These will include increased patient care, increased quality of life, and other intangibles.

Upgrading to Full Scale

For full implementation the largest cost growth would be in the RFID chips.  For 15,000 members of TCC these costs could range from 3 to 6 million dollars using the $200 to $400 per implant cost range.  We feel that proposing implementation for a group of that size, VeriChip and TCC could find common ground far below those prices.

Social, Legal, and Security Concerns

Problem Statement

The economics of this project are pretty straight forward.  Security issues are more a matter of learning to use the technology most effectively more than anything.  Although legal parameters have still not been established nationwide, history shows that we will eventually work into a solution.  The most difficult criteria to address here will be the social concerns.  Although the full effects of this aspect are not known, this project will attempt to address some of them.

Current Law

Federal

Senators Byron L. Dorgan (D-ND) and John Cornyn (R-TX) established an “RFID Caucus” in July of 2006.  The caucus met with representatives from the industry, the Department of Defense (DOD), and the academic community to discuss the current and projected use of the technology.  The caucus discussed such applications as pharmaceutical e-pedigree, authentication, drug and product recalls, food chain safety, Homeland Security, and supply chain efficiencies.  While no specific conclusions were realized from the meeting is clear that the United States legislative community is aware of the technology and wants to understand it better.

States

In 2005 at least twelve states introduced privacy legislation to control the use of RFID technology because of concerns the risk of tracking, stalking, and identity theft.  As an example, the state of Wisconsin is considering Assembly Bill 290 that would prohibit implantation of RFID tags in people without prior consent.

Another state, California, passed a bill in the state senate, SB 768 by a 30-7 vote in Senate and 49-26 bipartisan vote in the assembly that would have required privacy and security protections for the use of RFID tag in government-issued IDs.  Although this bill would have provided safeguards and guidelines in protecting the privacy rights of individuals and had the support of groups such as the American Civil Liberties Union (ACLU), the American Association of Retired Persons (AARP), the California National Organization for teacher Association (PTA), Consumer Federation of California, Privacy Rights Clearinghouse, National Council of La Raza, Asian Americans for Civil Rights and Equality, Association of American Physicians and Surgeons, The Eagle Form, the Republican Liberty Caucus, and many more, on 30 September 2006 the governor from the state of California vetoed the bill.  Two other bills, SB 433 and SB 1078, are pending in the California Assembly.

Consumer Choice

Although currently used to track products, identification for passports, and provide access to certain highly sensitive government areas, the move into health care will undoubtedly raise many concerns.  VeriChip currently offers an RFID chip that will provide a number that is matched with a data base to provide a medical history for patients.  A new wireless chip has been developed that will hold 100 pages of text – an entire medical history.  

When discussions have turned to using RFIDs in tracking persons vehement opposition has been offered by such unlikely partners as the ACLU and the federal government’s General Accounting Office (GAO) along with a variety of technology experts.  Staff and patients alike might object to an institution being able to track their movements and locations.  Another aspect that has attracted much attention is profiling by the business community since RFIDs might well reveal personal information such as medical predispositions or personal health histories.

Privacy and Notice of Privacy by Institutions

In order to ensure privacy, as expressed in the U.S. Constitution Amendments (the First Amendment’s right of association; the Third Amendments prohibition against quartering soldiers; the Fourth Amendment’s Search and Seizure Clause; the Fifth Amendment’s guarantee against self-incrimination; and the Ninth Amendment), experts say transmissions should be using encryption – a capability the smaller devices currently lack.  Further, even encrypted RFID tags have been hacked.  Scanner identification with an intended range of 4 inches can actually be read from as far away as 2-3 feet.  The related database could as well be hacked or otherwise compromised.  

In January of 2006 the Dutch TV program Newslight claimed that Delft smartcard security specialist Riscure remotely read the Dutch e-passport from around 10 meters - including the security details.  The Dutch Interior Ministry has concluded that these risks can be minimized with further study and without sacrificing the system.

Intrusion into the private life of individuals would permit tracking of individuals that would indicate the room in which an individual was located in.  With a highly granular location positioning systems it is theoretically possible to determine where in the room an individual is located.  This method could easily be extended to tracking and tracing persons with criminal records and communicable diseases.  This would require a careful weighing of public benefit against the intrusion into private life and recent surveillance practices of the Department of Homeland Security should not be ignored.  

This use, and possibly disclosure, of protected health information must conform to the privacy and security requirements of the Health Insurance Portability and Accountability Act (HIPPA).  As well it may become necessary for institutions to note the use of RFIDs in their Notice of Privacy Practices.

In May of 2006 a national initiative to assess privacy and security issues and business practices related to the exchange of health information resulted in funding for The Alaska Health Information Security and Privacy Collaboration (HISPC).   A Steering Committee of 12 members made up of CEOs from participating organizations, members of the health care community, and consumers was organized to oversight the project.  A Core Team was organized that included representatives from the State of Alaska, the Alaska Electronic Health record Alliance, Alaska Native Tribal Health consortium, health care consumers, a physician and the consultants hired to provide legal analysis and meeting facilitation.  

One member of this core team, Rebecca Madison - Director of Alaska ChartLink, agreed to meet with us.  Alaska ChartLink - originally Alaska Regional Health Information Organization (Alaska RHIO) received funding in December 2005 from the Alaska Telehealth Advisory Council - a coalition of Alaska healthcare leaders.  The mission of Alaska ChartLink is to improve the safety, cost effectiveness, and quality of healthcare in Alaska through promotion and facilitation of widespread implementation and use of secure and confidential electronic clinical information systems, including electronic health records, medical decision support, clinical data exchange capabilities, and reimbursement and other financial mechanisms.

The Core Team thought this VeriChip would fit right into the interoperable electronic health information exchange (HIE). Rebecca reiterated that immediate access to all necessary patient information would decrease medical staff workload leading to lower costs and saving lives.  

She noted that the bigger challenge will be social and political acceptance of VeriChip.  Also, where the patient information should be stored is debatable.  Our solution to information storage is presented as a flow chart in the “health aspects” section of this study. Technically, this project is doable and the technology is not complicated.  There already exists a diverse usage of RFIDs in many different fields. Security and patient privacy are the concerns for both the public and community.   

Rebecca shared the Core Team’s final assessment with us - “Privacy and Security Solutions for Interoperable Health Information Exchange.”  We include the Executive Summary and part of the Methodology in our appendices.  On the report, it states that currently many physicians are utilizing practical management systems for billing, but only 25% have a functional electronic health record (EHR). 

Alaska ChartLink and the Alaska EHR Alliance are working together to develop solutions that would preserve privacy rights and security protections while furthering the goal of using a statewide interoperable EHR network and provide Alaska’s physicians with information, guidance, and resources.

Social Concerns

This is a newly developing technology but technological aspects are more easily overcome than the social and legal issues.  Most challenging of these latter issues is the social aspect of introducing a technology based record keeping system into a predominantly nature based society.  

In order to get a more realistic perspective of the community response we sat down with Perry Ahsogeak - current director of Ch’eghutsen’.  Ch’eghutsen’ is an organization that coordinates children’s mental health issues within the native communities of the Fairbanks North Star Borough, Nenana, Allakaket, Stevens Village, and three other nearby villages.  The program benefactors number from six to ten thousand.
We learned that privacy and confidentiality issues and the lack of an apparent need at the village level will be very difficult to address.  Economic or efficiency arguments hold little sway when balanced against culture and traditions.  The oral tradition in these communities is perhaps much stronger than western observers might realize.

The native community takes great pride in the care and well being of its people.  When a member shows up for care at Chief Andrew Isaac Health Center the patient is almost immediately surrounded by knowledgeable persons who can relate his/her medical history.  Therefore, the community may not see a need for this proposal and it is highly possible they may also take offense.  A stigma might be placed on a person needing such a device or on the community by suggesting that they need outside help in the caring for their own. 

The trauma of past injustices to the Alaska native community, as well as the American native community as a whole also must be addressed.  This history of abuse, along with the apparent lack of real need, would present real opposition to using such a new technology.  Focusing on a small test group of people would probably only greatly increase the negative perceptions and feelings of being singled out. 

Finally, there would be little incentive for the community to be motivated by any economic advantages the new system would offer.  Economic issues regarding health care have always been ultimately born by the government.  Although the economics would not be a selling point to the community it might well be of interest to the state and federal programs that currently fund health care in the communities. 

In order to market this idea to the communities the path must be through the elders of each community.  They will be rightfully wary and any discussions of pro or con will initiate lengthy debate.

Health Aspects 

Chip Behavior

In a VeriChip news release
 Dr. John Halamka determined that these chips can be expected to last at least 10 years and probably much longer than the average human life span. 

They can safely undergo magnetic resonance imaging (MRI). The device does not generate harmful heat and will not be pulled from my body by an MRI magnet, nor will the magnetic field deactivate the chip. I have flown to several cities since the implantation and have not triggered airline security systems.

After months of living with the device, I have had no side effects, no pain, no change in muscle function, and no migration of the chip. I have exposed myself to extremes of temperature, wind, water, and several physical impacts while rock and ice climbing; the chip is working fine. If I want to “upgrade” my chip — replace it with a future version that uses more advanced and detailed industry standards or enhancements — removing it will require only minor surgery.

Dr. Halamka is the chief information officer at the Care Group Healthcare System and an emergency physician at the Beth Israel Deaconess Medical Center, Boston.

In spite of this 2005 news release the company’s own literature indicates that chipped patients cannot undergo an MRI if they’re unconscious.  This is discussed in “Spychips: How Major Corporations and Government Plan to Track Your Every Move with RFID,” the book by Katherine Albrecht and Liz McIntyre.

VeriMed

On November 30, 2006 VeriChip announced the results of the Italian National Institute’s two-year clinical study of the VeriMed system.  The two-year, 10 patient study conducted by the Spallanzi National Institute of Rome, Italy and sponsored by the Italian Ministry of Health was designed to evaluate the safety and efficacy of the VeriMed implantable RFID microchip and the functionality of the VeriMed System in the management of patients with chronic infectious diseases undergoing care at the Institute. The study reported no complications or side effects related to the insertion procedure, flawless access of the ID number using the hand-held reader, and universal acceptance within the patient study group.

Increased Quality of Care and Information Security Issues

The prime purposes for using this technology are a reduction in administrative costs in maintaining medical records and an increase in medical efficiency in the treatment of the patient through immediate access to accurate records.   There are at least three options that could be structured around this technology.  Each option revolves around ownership of the data and must comply with the disclosure of protected health information, as that term is defined in the Health Insurance Portability and Accountability Act (HIPAA) and thus must comply with the HIPAA privacy and security requirements. .

Option 1:

Patient file continues to be stored at TCC.  Information requests from the health care providers are only sent to VeriChip for routing.  TCC continues to retain ownership of information.  No additional notification or release forms will be required under current privacy laws.
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Figure 12 - Option 1 with TCC ownership of data storage.

Option 2:

Patient file is stored at VeriChip.  Information requests from the health care providers are handled from that location.  TCC updates the patient files but VeriChip owns the data storage.  Additional notification and release forms will be required under current privacy laws.


[image: image8]
Option 3:

Similar to option 2, in which the patient file is stored at VeriChip, but TCC would own the data server on which the information is stored.  No additional notification or releases needed.

Schedule for Implementation
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Figure 14 - Implementation Schedule

Conclusion

Originally, we felt that at the end of this study we could generate a document which we would be able to present to a corporate board, such as Tanana Chiefs, or to a group of Interior village elders that would offer them a better way to manage their health system records.  This would be straightforward process that might encourage vigorous debate but would eventually culminate in acceptance.  What we have discovered is that our clinical approach to the current health care records system would have had every possibility of falling woefully short of its goal of acceptance by the concerned parties.

Although the possibility of a pilot project of this sort, involving the TCC program community, presents a wonderfully unique and exciting stage for scientific examination, we have only scratched the surface of the issues that will carry or sink a project such as this.

At the state and federal level, the legal, moral, and ethical issues regarding technology, and specifically radio frequency identification, have only now begun to be explored.   State lawmaking bodies have sporadically proposed, and in some cases approved legislation, but in what direction will the federal governing bodies move?  By far the easiest parts of this investigation were the economic and mechanical aspects.  As previously mentioned, the legal and ethical issues are still being widely debated but the real challenge in this study will be in addressing the social criteria.  

The only way to successfully market this program to the targeted communities is through a public outreach program that involves all the primary stakeholders in the decision making process.  On the positive side, this technology provides real hope for a more efficient and usable health records system that might be a benefit to the TCC community and as well to the state of Alaska.
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Appendix 1 – Research Triangle International

The following are excerpts from Privacy and Security Solutions for Interoperable Health Information Exchange, a final assessment of the Variation and Analysis of Solutions Report of the Research Triangle International (RTI).  Sections include Executive Summary, Background and Purpose, and Methodology.

Executive Summary

Alaska health care leaders and members of the Alaska Telehealth Advisory Council formed the Alaska Regional Health Information Organization (Alaska RHIO) in December 2005 to improve health record exchanges, lower costs, and prevent medical mistakes. The Alaska RHIO began formulating ‘next steps’ in the health information exchange process for Alaska. It quickly became apparent that there was a large gap between the perceptions of security and privacy and the practices related to security and privacy.

The Alaska RHIO, with the support of the Alaska Governor’s office, successfully competed for a national contract to perform an assessment of security and privacy issues. Health Information Security and Privacy Collaboration (HISPC) is part of a national effort to share patient health information among health care providers, insurers, and health care agencies. Participation in the national initiative gives a voice to Alaska specific issues, needs, and recommendations in the development of national policies as related to security, privacy and best business practices surrounding interoperability of health information exchange.

The HISPC Project Coordinator organized a Core Project Team that included members from the State of Alaska, the Alaska Electronic Health Record Alliance, Alaska Native Tribal Health Consortium, health care consumers, and legal and meeting facilitation contractors. The Core Team plus other statewide participants made up the Variations Work Group. This group developed a list of stakeholders who were invited to participate in a series of regional stakeholder meetings.

Four regional (Anchorage, Fairbanks, Juneau, and rural providers) stakeholder meetings were held to gather input on business practices currently in use around the state as related to the security and privacy of electronic health information exchange.  Approximately 120 people participated in the stakeholder meetings while others agreed to provide input on project draft documents via email and through the project website (alaskarhio.org).

Meeting participants were grouped by area of interest and work environment. The participants were asked to discuss scenarios provided by Research Triangle International that dealt with health care issues relating to Treatment, Payment, Regional Health Information Organizations, Research, Law Enforcement, Prescription Drug Use/Benefit, Health care Operations/Marketing, Bioterrorism, Employee Health, Public Health and State Government Oversight. Participants were also asked to prioritize security and privacy issues that they felt were of the most concern in health information exchange.

Issues identified during the scenario discussions were:

The Alaska Constitution guarantees privacy to every citizen of Alaska. This may require an Opt-in model for development of health information 

Most medical records are still paper. Therefore, the most common form of sharing health information today is via mail, fax and verbally.

Even if electronic records are available, the information is rarely shared electronically because the information systems are not compatible. 

Medical information is often sent by unencrypted fax or email.

It is important that all stakeholders have a role in the development of, and policy setting for, security and privacy issues related to health information exchange. This becomes even more important when discussing RHIOs and EHRs.

Some of the scenarios provided did not relate to the Alaska health care environment, either because the type of information sharing would not happen here due to the privacy guarantees provided in the Alaska constitution or because the scenarios included sharing information with adjacent states (there are no states adjacent to Alaska).
After the statewide meetings, Ellen Ganley and Rebecca Madison, of the Core Team, drafted an Interim Assessment of Variations Report. This report was widely distributed to participants from the original statewide meetings and to additional stakeholders throughout Alaska. The report was also reviewed by the Core Team, the Variations Work Group, the Legal Work Group and the project Steering Committee. Input was collected via email and web forums. The report was submitted to RTI on November 6, 2006.  Numerous financial, legal and logistical barriers to health information exchange were identified and categorized within the report.  

After reviewing the Interim Assessment of Variations Report, the Core Team formed an Alaska Solutions Work Group to address the issues raised in the Variations Report.  The Alaska Solutions Work Group contains a variety of participants in the health care system, reflecting a cross-section of the population very similar to that of the Core Team and the participants in the statewide workshops.  The Solutions Work Group was tasked with addressing each of the barriers identified in the Variations Report and determining if they were actually barriers, and if so, how solutions to the barriers could be addressed.  

Assisting in this task was the Alaska Legal Work Group, which included lawyers in private, government and non-profit practice, who met in a series of weekly meetings to address the issues raised as legal barriers.   The Legal Work Group identified several of the legal barriers to be addressable through exceptions in state or federal law that allowed the practice to continue or the barrier to be overcome.  Of the issues that remained as barriers, the Legal Work Group attempted to determine whether they should be addressed by legal, legislative or business practices.  This information was passed on to the Solutions Group to assist with the identification of solutions.  

The key solutions identified were:

Legal Solutions

Encourage legislative efforts to standardize Alaska laws regarding confidentiality.  Use HIPAA pre-emption analysis (currently in draft form only) to identify areas needing standardization.  

Enact laws and regulations in support of HIE and EHRs, including immunity or statutory limitation on liability for RHIOs.

Identify applicable legal exceptions and aids to providers and patients.

Standardization of Policies and Procedures

Identification standards including standard list of demographic information for patients.

Standard authorization policies and procedures across all participant organizations.

Standard policies, procedures and training regarding confidentiality.  

Standard policies, procedures and training regarding use and disclosure of health information in accordance with HIPAA and state law, including use and disclosure by personal representatives and/or health care power of attorney.  

Standard policies and procedures regarding auditing and monitoring, including patient access to monitor their own records.  

Identification of proper access and permission levels for variety of staff.  

Participant Agreements

Business associate agreements tailored to RHIO and HIE purposes and only used as necessary to limit liability.  

Education regarding proper use and application of business associate agreements.  

Determine whether an opt-in system or opt-out system would be more successful and which system would be more efficient and cost effective.  

Draft standardized forms for use by all participating organizations and patients including, but not limited to:

Authorization

HIPAA forms

Disclosure logs

Reporting of unauthorized access

Patient request for records

Education and Marketing

Statewide informational sessions for consumers to explain benefits of system and answer questions regarding privacy and security.

Education and training for providers regarding proper procedures, need for standardization and benefits of HIE and RHIO.  

Informational sessions tailored towards legislators and government to raise support for HIE and RHIO and for necessary legislative and departmental changes.  

Marketing tailored to consumers and providers to encourage use and participation in HIE and RHIO and to raise funds for ongoing operation of the system.  

Target particular fundraising sources to raise funds for technology necessary for full participation by providers and patients.  
1.0
Background and Purpose 

1.1
Purpose and Scope of Report

The Interim Analysis of Variations and Solutions Reports is a part of a series of reports for the Health Information Security and Privacy Collaboration (HISPC), a national effort to share patient health information among health care providers, insurers, health care agencies and patients.  The Interim Variations Report provided a summary of business practices currently in use around the state as related to the security and privacy of electronic health information exchange. The Solutions Report documents the privacy and security solutions identified in Alaska to address barriers to health information exchange (HIE).  The barriers include organization-level business practices, policies, laws and regulations that were identified and documented by the Alaska Variations Work Group (Variations Work Group) through a series of workshops, which were summarized in the Interim Assessment of Variations Report (Variations Report).  

The Variations Report was the result of four regional (Anchorage, Fairbanks, Juneau, and rural providers) stakeholder meetings held to gather input on current electronic health record business practices.  Approximately 120 people participated in the stakeholder meetings while others agreed to provide input on project draft documents via email and through the project website (alaskarhio.org).

The Solutions Report is a result of a series of meetings and discussions amongst the Alaska Legal Work Group (Legal Work Group) and the Alaska Solutions Work Group (Solutions Work Group).  These two groups worked together to develop solutions that would preserve privacy rights and security protections while furthering the goal of using a health information network to support nationwide interoperability.  

1.2
Level of HIT Development in Alaska

The Alaska environment for a shared health information exchange is very favorable today. Many providers and consumers understand and embrace the benefits of sharing their healthcare information as long as privacy and security concerns are satisfactorily resolved. However, the level of HIT development across the state will provide a barrier to widespread use of electronic information if it is not further developed. Currently many physicians are utilizing practice management systems for billing, but only 25% have a functional electronic health record (EHR).

An initiative is underway to assist private practice clinicians in selecting and implementing office-based electronic health records.  The Alaska EHR Alliance, formed in 2005 has as its mission “To promote and support the development of a statewide, interoperable, Electronic Health Record network by providing Alaska’s physicians with information, guidance, and resources.” Currently the group is seeking funding to begin a pilot project regarding EHR.

In addition, Alaska ChartLink is working on a statewide health network and statewide access to a personal health record to promote health information exchange amonst existing and future EHRs. Alaska ChartLink (formerly Alaska RHIO is funded through partner donations and federal grants. Alaska ChartLink serves as the organization responsible for participation agreements, secure health information exchange and a consumer centered personal health record with consumer driven security permissions to provide privacy for all consumers.

Many of the Alaska hospitals have legacy systems in place for billing and some results reporting. In general, these systems are disparate and do not readily exchange data, nor is there any standard data interface or transmission protocol in use. However, a group of interested technologists and physicians have been working together to identify a technology plan for these entities to begin sharing data. Alaska ChartLink (the Alaska RHIO) is leading this initiative.

Surprisingly, the consumers in Alaska appear to be the most wired of the health care consumers around the country. Fifty-seven percent (57%) of all consumers have Internet access either in their home or readily accessible. These users rely on the Internet to file permanent fund dividend applications, federal taxes, and drivers license applications. Broadband access to the home is still limited in many communities, but high speed dial up connectivity is common.  However, the areas that continue to have limited access to the internet will likely require significant subsidies to upgrade their technology, as many are located in remote areas with little or no road transportation for equipment, repairs and maintenance.

1.3
Report Limitations

The primary limitations faced by the various work groups involved in the Variations and Solutions Reports were: 

The limited schedules and availability of participants.

The lack of Alaska law regarding health records and electronic communications.  

The wide variety of health information technology among providers and participants in the Alaska healthcare system.

The wide variety of education levels among providers regarding health information technology, health care policies and procedures and applicable state and federal laws.    

Because the Solutions Work Group was interested in the outcome of the Legal Work Group analysis and wanted to avoid basing their solutions on an incorrect grasp of the current legal framework, it was unable to begin an in-depth analysis prior to the conclusion of the Legal Work Group meetings.  However, one of the primary determinations of the Legal Work Group was that many of the barriers to health information exchange (HIE) were not legal, but financial or technological.  Additionally, many of the issues raised by the Variations Report were based on confusion over implementation of laws, not the laws themselves.  Thus, the Solutions Work Group could have conducted its analysis concurrently with the Legal Work Group analysis, but was unaware that this would be the result.  

Once each group began its analysis of the Variations Report issues, it became clear that each solution would not directly address the variety of providers and participants involved in HIE.  Additionally, not all stakeholders were fully involved in all aspects of the Variations Report, Legal Work Group and Solutions Work Group.  Although every effort was made to include a wide variety of participants, the limited timeframe made full participation impossible.  Despite these limitations, numerous solutions were developed, and a number of these solutions are feasible for statewide implementation.  

2.0
Assessment of Variation

2.1
Methodology Section

The Alaska Health Information Security and Privacy Collaboration (HISPC) was funded in May 2006 and is part of a national initiative to assess privacy and security issues and business practices related to the exchange of health information.

A Steering Committee of 12 members made up of CEOs from participating organizations, members of the health care community, and consumers was organized to oversight the project. The Steering Committee meets monthly to review project progress and to assist in the development of business practices.

Steering Committee Members:

Alex Spector, Director, VA Healthcare System and Regional Office

Eric Wall, MD, MPH, Medical Director, Premera BC/BS

Greg Polston, MD, Alaska EHR Alliance

Jeff Jesse, Executive Director, Alaska Mental Health Trust Authority

Joel Gilbertson, Regional Director, Providence Health System

Marilyn Walsh Kasmar, Executive Director, Alaska Primary Care Association

Pat Luby, Advocacy Director, AARP Alaska

Paul Sherry, President/CEO, Alaska Native Tribal Health Consortium

Rebecca Madison, Director, Alaska RHIO

Richard Mandsager, MD,  Public Health Director, State of Alaska

Rod Betit, President, Alaska State Hospital and Nursing Home Association

Tom Nighswander, MD, Alaska Telehealth Advisory Council

A Core Team was organized that included representatives from the State of Alaska, the Alaska Electronic Health Record Alliance, Alaska Native Tribal Health Consortium, health care consumers, a physician and the consultants hired to provide legal analysis and meeting facilitation. The first meeting of the Core Team included an overview of the project and training on the assessment tools by the national contractors, RTI.

Core Team & Variations Work Group Members:

Carolyn Heyman-Lane, Associate, Dorsey & Whitney, LLC

Ellen Ganley, Partner, Information Insights

Linda Boochever, Executive Director, Alaska EHR Alliance

Mark Millard, Health Program Manager, State of Alaska, DHSS

Rebecca Madison, Director, Alaska RHIO

Tom Nighswander, MD, Alaska Telehealth Advisory Council

Theresa Cooper, Administrative Assistant, Alaska RHIO

Additional Variations Work Group Members:

Gary Givens, Pharmacist, Alaska Native Tribal Health Consortium

Kathyrn Craft, Executive Director, State of Alaska, DHSS Boards

Sheila Fellerath, University of Alaska & League of Women Voters

The Project Coordinator and Core Team then met to discuss the logistics of the contract including the need to develop a list of business practices and to recruit stakeholders. A recruitment letter and materials were developed and reviewed by the Steering Committee and Core Team. The Core Team plus other key health care providers and health care consumers reviewed the scenarios provided by RTI and developed a short list of business practices and recommended stakeholder group members.

A list of individuals was generated representing a broad range of stakeholder groups, including physicians and clinicians, consumers, behavioral health providers, federal health care facilities, public health nursing, emergency medical technicians, State of Alaska government employees, information technology management, health information management, and compliance/risk management.

The Core Team developed invitational letters and explanatory materials regarding the process and the assessment goals which were sent out to over 250 invitees. The stakeholders were invited to participate in regional stakeholder meetings during August and September 2006. Many of those who were not able to attend the meetings agreed to provide input through the project website and via email.

Due to the lack of roads in Alaska most rural participants were required to travel via air. This meant providing travel arrangements to the most direct based airport. The meetings held in Juneau and Fairbanks included a number of participants from the rural regions in the northern and southeast portion of the state. The Anchorage meeting of rural stakeholders included Alaska participants for whom the most direct flight was to Anchorage.

The regional meeting schedule was as follows:

Fairbanks – August 28, 2006 – Fairbanks Memorial Hospital

Anchorage (rural stakeholders) – September 11, 2006 – Captain Cook Hotel

Anchorage – September 12 - Captain Cook Hotel

Juneau – September 18, 2006 – Centennial Hall

The agenda for each meeting started off with an overview of the HISPC project presented by project coordinator, Rebecca Madison and physician facilitator, Tom Nighswander, MD. A short discussion followed, led by the contracted facilitator, Brian Rogers of Information Insights. Meeting participants were asked for their opinions on the current security of health information in Alaska. Participants provided input using Consensor units that recorded the group answers and immediately displayed the aggregated results on an overhead projector.

Consensor technology utilizes wireless remote keypads connected to a  personal computer and a projector screen. The technology allows the facilitator to ask questions and poll the participants in a variety of formats. Once all participants have placed their answers into the system, a summary is shown to the entire audience using the overhead projector. This anonymous mechanism for group consensus provides an opportunity for every participant to instantly see what others are thinking.

Audience response systems such as Consensor serve a number of purposes in meetings requiring group process. They reduce the tendency of participants to answer based on crowd psychology because, unlike hand-raising, it is difficult to see which selection others are making. Consensor also allows for faster tabulation of answers for large groups than manual methods. Other benefits of audience response systems are improved attentiveness, increased knowledge retention, fosters mutual ownership of decisions, gather information for analysis and reports, and confirm audience understanding of key points immediately.

As can be seen on the chart on the following page, 51.3% of the stakeholder meeting participants thought that their personal medical information was somewhat to very insecure. A significant variation in data was recorded between rural and urban participants. Rural participants (82%) thought that their medical information was somewhat/very insecure while at least half of the Fairbanks (50%) and Juneau (54%) groups thought their personal information was very/somewhat secure.

Stakeholders were also asked to rate whether they thought their organization was where it should be with information security. Only 5.9% said that their organizations were completely up-to-date and secure.  Anchorage participants were the most confident in the security of their information systems, with 10% indicating that they were up-to-date and secure. However, a significant percentage of Juneau (32%), Fairbanks (26%) and rural providers (24%) said that their practices need significant changes to be secure.



After the initial Consensor session, stakeholders worked in groups reviewing the RTI scenarios and identifying security and privacy issues as related to nine security and privacy domains provided by RTI. In some cases, the stakeholders revised the scenarios to make them more ‘Alaska friendly’. For example, Scenario 15 which describes a bus trip through several states  was modified to an Alaska Airlines ‘milk run’ flight from Seattle to Ketchikan to Wrangell to Petersburg to Juneau to Anchorage to Fairbanks with two layovers for bad weather which necessitated sleepovers in the school gymnasium in Ketchikan and Petersburg. Participants felt this was a much more realistic scenario.

Stakeholders at each meeting were grouped so that those with similar jobs or expertise were sitting at the same tables. A Core Team member was assigned to each table to facilitate the discussion. Stakeholders were asked to discuss a selected scenario and identify business practices for each of the nine domains. Each group reviewed one scenario in the morning and one in the afternoon, with approximately 90 minutes allocated for discussion of each scenario. Groups reported back to a public session with all the stakeholders after each scenario was reviewed.

At the end of the day, stakeholders brain-stormed key issues and business practices that should be considered in health information exchange. By rotating the scenarios at each of the public meetings, this process allowed us to review all eighteen scenarios at least twice and sometimes three times over the course of four meetings.

A summary of the meetings was provided to the stakeholders who agreed to participate via email and web forum. Additional comments and inclusion into the business practices were collected from this group of stakeholders.

Following the meetings and the data collection via email and web forums, the draft document of business practices was re-circulated to the entire group of stakeholders for additional input and questions. In all, over 120 stakeholders were interviewed and provided input into the final document.

The business practices represent many practices along a continuum – from paper based small office practices to large multi-facility healthcare systems. In the Variations Assessment analysis and report, no attempt was made to combine these business practices. Some business practices may appear contradictory for this reason. In fact, many of the practices are specific to individual organizations. In order to keep the organization information confidential, the practices are assigned to the entire stakeholder group.

Summary of Findings of Variations Work Groups

Many issues were raised repeatedly throughout the regional meetings and scenario discussions.  This made it clear to the Variations Work Group that the following current practices would need to be addressed:

Most medical records are still paper based.  Therefore, the most common form of sharing health information today is via mail, fax and verbally.

Even if electronic records are available, the information is rarely shared electronically because the information systems are not compatible and/or the providers cannot confirm the electronic security of information.

Medical information is often sent and received by unencrypted fax or email.

Staff does not always implement the policies and procedures enacted by a healthcare organization, either as a result of limited training or human error.

Policies and procedures for protection of health information vary widely between providers, and the patients’ awareness and understanding of these policies also varies.

Even those organizations that conduct sufficient training and patient education may not have monitoring and auditing procedures in place to evaluate compliance with those procedures.

Alaska laws and regulations are not consistent in their discussion of medical records and patient rights.

Alaskans have an ongoing interest in protecting their privacy rights generally and participating in their healthcare decisions, and may not understand the efficiency and improvements that would result from an HIE.

It is important that all stakeholders have a role in the development of, and policy setting for, security and privacy issues related to health information exchange.  This becomes even more important when discussing ChartLink and EHRs.

Additionally, given the unique nature of Alaska healthcare, some of the scenarios provided did not relate to the Alaska health care environment, because the type of information sharing would not happen here due to the expanded privacy rights within the state, because the lack of managed care, or because the scenarios included travel to adjacent states (there are no states adjacent to Alaska, although patients frequently travel via plane to other states for treatment).  For those reasons, some of the issues raised within a particular scenario were not addressed by the proposed solutions in this Solutions Report.  However, it is the belief of the Legal Work Group and the Solutions Work Group that the proposed solutions address the main concerns statewide and may be extended to encompass additional issues that are raised in the future.
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Figure � SEQ Figure \* ARABIC �13� - Option 2 with VeriChip ownership of data storage
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						SCORED CATEGORIES AND WEIGHTS

						CAPITAL				STORED				EMERGENCY				SPECIAL NEEDS

						COSTS				INFORMATION				AVAILABILITY				PRACTICALITY

						15%				10%				40%				35%				TOTAL

				Options		Rank		Score		Rank		Score		Rank		Score		Rank		Score		SCORE		RANK

				Do Nothing		4		0.60		1		0.10		1		0.40		4		1.40		2.50		3rd

				RFID		2		0.30		2		0.20		4		1.60		3		1.05		3.15		1st

				PDA		1		0.15		4		0.40		2		0.80		1		0.35		1.70		4th

				ID Card		3		0.45		3		0.30		3		1.20		2		0.70		2.65		2nd
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						Disabled Alaskan Population1				Tanana Chiefs

						Total				15,000		beneficiaries

						15%				43		villages

										$   44,000,000		health budget

						Alaskan Native				$   660,000		data management 1.5%

						21%

						47% are employable

		Costs

		$   200		$   400		implant procedure

		$   20		$   80		annual fee

		$   600		$   3,000		scanner

				1 http://www.labor.state.ak.us/research/trends/oct05vocrehab.pdf



1 http://www.labor.state.ak.us/research/trends/oct05vocrehab.pdf
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																						Push for electronic medical records stirs debate

		15,000		X		25%		=		3,750		disabled population										By RICARDO ALONSO-ZALDIVAR Los Angeles Times

		3,750		X		47%		=		1,763		severely disabled										http://www.dallasnews.com/sharedcontent/dws/news/washington/stories/DN-medrecordsdog_20nat.ART.State.Bulldog.3e5ad82.html

										1,500		trial group

										55		facilites										Rand study for Electronic Records

																						US Health Care		2 trillion		Savings				$   2,000,000,000,000

						Cost Range						Range of Costs				Estimated Costs						Initial Savings		81 billion		4.05%				$   81,000,000,000

		RFID Chips				$   200				$   400		$   300,000		$   600,000		$   300,000						Eventual Savings		346 billion		17.30%				$   346,000,000,000

		Annual Fee				$   20				$   80		$   30,000		$   120,000		$   100,000

		Scanners				$   600				$   3,000		$   33,000		$   165,000		$   50,000						VA Budget		30.2 billion						$   30,200,000,000

												$   363,000		$   885,000		$   450,000						Annual Savings		100 million		0.33%				$   100,000,000

		Interest Rate				Annual Fee																TCC Data

		6.5%										Savings Account										Health Budget				$   44,000,000

						Year				Annual Fee		Start of Year		Minus Fee		Interest Earned		End of Year				1.5%		Data Management		$   660,000

						1				$   100,000		$   442,580		$   342,580		$   22,268		$   364,848

						2				$   100,000		$   364,848		$   264,848		$   17,215		$   282,063				RFID Yearly Savings

						3				$   100,000		$   282,063		$   182,063		$   11,834		$   193,897				One Twentieth		One Tenth		One Quarter

						4				$   100,000		$   193,897		$   93,897		$   6,103		$   100,000				0.05%		0.10%		0.25%

						5				$   100,000		$   100,000		$   - 0		$   - 0		$   - 0				$   22,000		$   44,000		$   110,000

										$   500,000

		Total Costs

						Annual		or		Lump Sum				RFID Chips				Scanners

		Fee				$   100,000				$   442,580						Loan Payments				Loan Payments

		Chips				$   72,190				$   300,000				$   300,000				$   100,000

		Scanners				$   24,063				$   100,000						$72,190				$24,063

						$   196,254				$   842,580						$72,190				$24,063

																$72,190				$24,063

																$72,190				$24,063

																$72,190				$24,063

																$360,952				$120,317
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																						Push for electronic medical records stirs debate

		15,000		X		25%		=		3,750		disabled population										By RICARDO ALONSO-ZALDIVAR Los Angeles Times

		3,750		X		47%		=		1,763		severely disabled										http://www.dallasnews.com/sharedcontent/dws/news/washington/stories/DN-medrecordsdog_20nat.ART.State.Bulldog.3e5ad82.html

										1,500		trial group

										55		facilites										Rand study for Electronic Records

																						US Health Care		2 trillion		Savings				$   2,000,000,000,000

						Cost Range						Group Costs				Trial Group						Initial Savings		81 billion		4.05%				$   81,000,000,000

		RFID Chips				$   200				$   400		$   300,000		$   600,000		$   300,000						Eventual Savings		346 billion		17.30%				$   346,000,000,000

		Annual Fee				$   20				$   80		$   30,000		$   120,000		$   100,000

		Scanners				$   600				$   3,000		$   33,000		$   165,000		$   50,000						VA Budget		30.2 billion						$   30,200,000,000

												$   363,000		$   885,000		$   450,000						Annual Savings		100 million		0.33%				$   100,000,000

		Interest Rate				Annual Fee																TCC Data

		6.5%										Savings Account										Health Budget				$   44,000,000

						Year				Annual Fee		Start of Year		Minus Fee		Interest Earned		End of Year				1.5%		Data Management		$   660,000

						1				$   100,000		$   442,580		$   342,580		$   22,268		$   364,848

						2				$   100,000		$   364,848		$   264,848		$   17,215		$   282,063				RFID Yearly Savings

						3				$   100,000		$   282,063		$   182,063		$   11,834		$   193,897				One Twentieth		One Tenth		One Quarter

						4				$   100,000		$   193,897		$   93,897		$   6,103		$   100,000				0.05%		0.10%		0.25%

						5				$   100,000		$   100,000		$   - 0		$   - 0		$   - 0				$   22,000		$   44,000		$   110,000

										$   500,000

		Total Costs

						Annual		or		Lump Sum				RFID Chips

		Fee				$   100,000				$   442,580						Loan Payments

		Chips				$   72,190				$   300,000				$   300,000

		Scanners				$   12,032				$   50,000						$72,190

						$   184,222				$   792,580						$72,190

																$72,190

																$72,190

																$72,190

																$360,952

														Scanners

																Loan Payments

														$   50,000

																$12,032

																$12,032

																$12,032

																$12,032

																$12,032

																$60,159
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